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Abstract
NTRU[1] CRYPTO 96 1
NTRU
Lattice Attack[2] NTRU 1
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1
NTRU[$I$ ] ( $N$-th Degree Truncated Polynomial Ring) 1
$O(N^{2})(FFT$ $O(N\log N))$ RSA $O(N^{3})$
RSA CTRU, MaTRU, $GB$-TRU
NTRUSign[3] NTRU
NTRU $f$ $n$ $p,$ $q(p<q)$ $H$ $R$ $*$
Zq[x]/
$f$ : $Z_{p}[x]/(x^{n}-1)$ $arrow$ $Z_{q}[x]/(x^{n}-1)$
($V$ $l11$
$M \mapsto pH*R+M$
NTRU Meet-In-The-Middle Attack, Lattice Attack[2]
NTRU $n$
NTRU 1
MTRU(Multivariable Truncated Polynomial Ring)
$Risa/Asir$ NTRU MTRU
MTRU $f$ $m$ $p,$ $q(p<q)$ $P,$ $Q$ $P_{1},$ $\cdots,$ $P_{m}$ $P$
$H$ $R_{1},$
$\cdots,$ $R_{m}$
$\circ$ $Z_{q}[x_{1}, \cdots , x_{m}]/Q$







NTRU 1 $R$ $\mathbb{Z}[x]$ , $I$ $\langle x^{n}-1\rangle\subset \mathbb{Z}[x]$
$R/I$ $n$ $F$
$F= \sum_{i=0}^{n}F_{i}x^{i}$
$F_{0},$ $\cdots$ , $F_{n}$ $d_{1}$ 1, $d_{2}$ $-1$ , $0$ $\mathcal{L}(d_{1}, d_{2})\subset R/I$
2.1
$p,$ $q$ $p\ll q$ $n/2$ $d_{L},$ $d_{G}$ $\mathbb{Z}_{p}[x]/I$ $\mathbb{Z}_{q}[x]/I$
$F_{p}^{-1},$ $F_{q}^{-1}$ $F\in \mathcal{L}(d_{L}, d_{L}-1)$
$F*F_{p}^{-1}\equiv 1 (mod p)(mod I)$
$F*F_{q}^{-1}\equiv 1 (mod q)(mod I)$
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$G\in \mathcal{L}(d_{G}, d_{G})$ $G$ $F_{q}^{-1}$ $H$
$H\equiv G*F_{q}^{-1} (mod q)(mod I)$
$\{p, q, H, I\}$ , $\{F, F_{p}^{-1}\}$
2.2
$M\in \mathbb{Z}_{p}[x]/I$ $R\in \mathcal{L}(d_{R}, d_{R})\}$ ( $d_{R}$ $n/2$ )
$C$
$C\equiv p\cdot H*R+M (mod q)(mod I)$
2.3
$C$ $F$ $A$
$A\equiv C*F (mod q)(mod I)$
$F$ $Z_{p}[x]/I$ $F_{p}^{-1}$ $M’$
$M’\equiv A*F_{p}^{-1} (mod p)(mod I)$
2.4
$\ovalbox{\tt\small REJECT}\backslash ^{o_{\overline{7}}}$
$p,$ $q,$ $d_{L},$ $d_{G},$ $d_{R}$
1( )
$|F|_{\infty}$
$|F|_{\infty} \equiv_{0}\max_{\leq i\leq n}\{F_{i}\}-\min_{0\leq i\leq n}\{F_{i}\}$
$|p\cdot G*R+F*M|_{\infty}\leq q$
$A\equiv C*F (mod q)(mod I)$
$\equiv p\cdot F*H*R+F*M (mod q)(mod I)$
$\equiv p\cdot F*F_{q}^{-1}*G*R+F*M (mod q)(mod I)$
$\equiv p\cdot G*R+F*M (mod q)(mod I)$
$|p\cdot G*R+F*M|_{\infty}\leq q$ $R/I$
$A=p\cdot G*R+F*M$
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$M’\equiv A*F_{p}^{-1} (mod p)(mod I)$
$\equiv p\cdot F_{p}^{-1}*G*R+F_{p}^{-1}*F*M (mod p)(mod I)$






$I:=\langle f_{1}, \cdots, f_{s}|f_{i}\in R\rangle$
$\sqrt{I};=\{f|\exists n, f^{n}\in I\}$
$V$ ( $I$ ) $:=\{(a_{1}, \cdots, a_{n})\in k^{n}|\forall f\in I, f(a_{1}, \cdots, a_{m})=0\}$
$V:=$
$I$ ( $V$ ) $:=\{f\in R|\forall x\in V, f(x)=0\}$
$LT(f)$ $:=f$
multideg$(f)$ : $f$
$\mathcal{L}_{I}(d_{1}, d_{2})$ $:=$ { $d_{1}$ 1, $d_{2}$ $-1$ , $0$ $R/I$ }
$\dim(X)$ : $X$
2
$R/I$ $f$ $f^{-1}$ $z$ $x_{1},$ $\cdots,$ $x_{n}$
$z>x_{1}>\cdots>x_{n}$ $J=\langle f*z-1,$ $fi,$ $\cdots,$ $f_{s}\rangle\subset$
$k[\overline{x}, z]$ $G$ $z$
$z-h$ $h=f^{-1}$
( ) $J$ $z-h$ $V(J)=V(G)$ $z-h=0$
$z=h$, $f*z-1=0$ $f*h=1$ $f$ $h=f^{-1}$
( ) $J$ $G=\{g_{1}, \cdots, g_{u}\}$
$\langle LT(J)\rangle=\langle LT(g_{1}), \cdots , LT(g_{u})\rangle$
$i$ $LT(f*z-1)$ $LT(g_{i})$








2 $R/I$ $f$ 1
$\langle g_{1}, \cdots, g_{u}, f\rangle=\{1\}$
$f$
$f*f^{-1}\equiv 1$ (mod $I$)
$\Leftrightarrow f*f^{-1}=a_{1}*g_{1}+\cdots+a_{u}*g_{u}+1$
$\Leftrightarrow f*f^{-1}-a_{1}*g_{1}-\cdots-a_{u}*g_{u}=1$




$\cdots,$ $g_{u},$ $f\rangle=\{1\}$ $f*h\equiv 1(mod I)$
3.2
m, $p,$ $q(p\ll q),$ $2$ $P,$ $Q$
3.6 $l_{p},$ $l_{q}$ $P,$ $Q$ $R/P,$ $R/Q$
$n_{p}=\dim(R/P)$
$n_{q}=\dim(R/Q)$
$n_{p}/2$ $d_{F},$ $d_{G}$ $F\in \mathcal{L}_{P}(d_{F}, d_{F}-1)$ 2
$\mathbb{Z}_{p}[\overline{x}]/P,$ $\mathbb{Z}_{q}[\overline{x}]/Q$ $F_{P}^{-1},$ $F_{Q}^{-1}$ $F_{P}^{-1},$ $F_{Q}^{-1}$ $F$
$F$$ $
$G\in \mathcal{L}_{P}(d_{G}, d_{G})$ $G$ $F_{Q}^{-1}$ $H$
$H\equiv G$
$\{q, H, P, Q\}$ , $\{FF_{P}^{-1}\}$
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3.3
$M\in \mathbb{Z}_{p}[\overline{x}]/P$ $\in \mathcal{L}_{P}(d_{R}, d_{R})$
$C$










$\equiv F\otimes H\otimes\sum_{i=0}^{l_{p}}(P_{i}\otimes R)+F\otimes M (mod q)(mod Q)$
$\iota_{p}$
$\equiv F*F_{Q}^{-1}\otimes G\otimes\sum_{i=0}(P_{i}$
$\equiv G\otimes\sum_{i=0}(P_{i}\otimes\hslash)+F\otimes M (mod q)(mod Q)$
$P$ $\sum_{i=0}^{l_{p}}(P_{i}$
$M’ \equiv A\otimes F_{P}^{-1} (mod p)(mod P)$
$\equiv F_{P}^{-1}\otimes G\otimes\sum_{i=0}^{l_{p}}(P_{i}$




1. {$R/P$ } $\subset$ {$R/Q$ }
2. $\exists f\in P,$ $\forall g\in Q,g\neq 0(mod f)$
1 $M$ $R/P$ $Q$
2 $C\equiv M(mod q)(mod P)$
3.7 2
2 MTRU $\overline{x}=\{x, y\}$ , $P=$





















































Coppersmith, Shamir[2] NTRU LLL
$H= \sum_{i=0}^{n}h_{i}x^{i}$
$H$ $M_{H}$
$M_{H}=(\begin{array}{llll}h_{0} h_{1} \cdots h_{n-1}h_{n-1} h_{0} \cdots h_{n-2}| | |h_{1} h_{2} \cdots h_{0}\end{array})$
$\ovalbox{\tt\small REJECT}$ $f$ $V_{g}$ $g$
$V_{f}M_{H}=V_{g}$
$I$ $(n, n)$
$L_{M}=(\begin{array}{ll}\alpha I M_{H}O qI\end{array})$
$F,$ $G$
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MTRU $M_{h}$ $R/I$ $R/Q$ $h$
$M_{h}’$ $V_{f}*M_{h}’=V_{g}$ NTRU
$I$ $(n_{q}, n_{q})$
$L_{M}’=(\begin{array}{ll}\alpha I M_{h}O qI\end{array})$
$vh\equiv w(mod q)(mod Q)$ $(\alpha v, w)$ NTRU





$CPU:$Intel Corei72.$8GHz,$ $MEMORY:DDR316GB,$ $OS:MacOSXl0.6.4,$
Risa/Asir:Version 20100526
$30KB$
1 NTRU $n,$ $d_{F},$ $d_{G},$ $d_{R}$ NTRU[ $I$ ] 3
p, $q$ MTRU
2 2 MTRU $d_{F},$ $d_{G},$ $d_{R}$ NTRU
NTRU $P=\langle x_{1}^{a}-1,$ $\cdots,$ $x_{m}^{a}-1\rangle,$ $Q=\langle x_{1}^{b}-1,$ $\cdots,$ $x_{m}^{b}-1\rangle$ $a$
NTRU MTRU KeySecurity
key, enc, dec ( ) ffle ($KB$)
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